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1 HACTPOMKA RESIN PROFESSIONAL BEPCUMU 4.X.XX ANSA PABOTbI MO
NMPOTOKOJ1Y SSL

1.1 Co3paHue Kno4en

[nsi co3gaHusa Knoyen BbINOMHWUTE criegyloLlime OEeNCTBUS:
1. YctaHosuTe nporpammy Microsoft Visual C++ 2005 — cann vcredist x86.exe, cnegys
yKa3aHWsIM MacTepa YCTaHOBKMW.
2. YcraHosute nporpammy Open SSL Light (32-bit) — dann Win320penSSL Light-
1 0 _0d.exe, cnegys ykasaHusM macTepa YCTaHOBKU.

3. CkonupywnTte dannsl ssleay32.dl1l " libeay32.d11 B Kkatanor

SRESIN HOME\win32.
4. B katamore $RESIN HOME\keys co3fanTe KOHMUrypaumoHHbIn dann ¢ UMeHeM
openssl.cnft.

Hanpumep:
[ req ]
default bits = 1024
distinguished name = req_distinguished name

[ req distinguished name ]

C = 2 letter Country Code
C default = RU

ST = State or Province

ST default = Moscow

L = City

L default = Moscow

0 = Organization Name

O _default = NCT

ou = Organizational Unit Name
OU_default = Marketing

CN = your domain name
CN_default = www.smartcard.ru
emailAddress = an email address
emailAddress_default = info@smartcard.ru

5. Cospante CekpeTHbIN KIou.
Onsa atoro B komaHgHow cTtpoke Windows nepenguTte B Katanor $RESIN HOME\keys, nocne
Yero BbINOMHUTE KOMaHAY:

c:\OpenSSL-Win32\bin\openssl.exe genrsa -des3 -out gryffindor.key 1024
6. Cosgante ceptudumkar.
CyuwecTByeT gBa cnocoba nonydeHus ceptudmrkara: camoCcTosATENbHOE ero co3gaHme, nnbo no-
nyyeHue ceptndukaTa B cneymnanbHOW opraHmdaumm — ueHTpe ceptudukaumm (LC).

MpumeyaHue.

I'IpM ncnosrnb3oBaHun cemechKaTa, CO34aHHOIo CamMmoCTOATENIbHO, 6pay3ep HEe CMO-
XeT pacno3HaTtb ero noanmcb " 6yﬂ,eT BblAdaBaTb npeaynpexaeHune. 3a 1CKnio4YeHnem
3TOro npeanynpexaeHud, Takme CepTMCbl/IKaTbI pa6OTaIOT npaBuUIibHO.

Bpaysep He MOXeT NoATBEPAUTb, YTO cepBep — TOT, 3a Koro cebs BblAaéT, HO OaH-
Hble, NepeaaBaeMble Mexay GpaysepoM 1 cepBepoM, ByayT 3alLNGPOBaHbI.

Ona camMocToATENbHOro co3faHuns  ceptudmnkaTa B KOMaHOHOWM CTpoOke Windows BbINOnHUTE

KOMaHAy:

c:\0OpenSSL-Win32\bin\openssl.exe req —-config ./openssl.cnf -new —-key
gryffindor.key -x509 -out gryffindor.crt
Bam GygeT npennoxeHo nNpeocTaBuUTb HEKOTOPY MHAOPMAaLMIO O cepBepe (Hanpumep, Ha3Ba-
HMe Bawen opraHmsauun). Obwee umMa (CN) —3TO0 MMs Bawero JAoOMeHa (Hanpumep,
www.smartcard. ru).
Ona nonyyenus ceptudmkata ns LIC cosgarite 3anpoc Ha noanuck ceptudmkata (CSR), ans ve-
ro BbINOJIHUTE KOMaHAY:

C:\Program Files\GnuWin32\bin\openssl.exe" req -new -config ./openssl.cnf

-key gryffindor.key -out gryffindor.csr



Bam GyneT npeanoxeHo npenocTaBUTb HEKOTOPYHO MHApOPMaLLMIo O cepBepe (Hanpumep, Ha3Ba-
Hue Bawen opraHmsauun). Obwee wumsa (CN) — 310 uMmMs Bawero goMeHa (Hanpumep,
www.smartcard. ru).

Hanee cneayet otnpaButb csr-cann B LIC (Hanpumep, VeriSign unu Thawte). B oTBeT BbI nony-
ynte hann gryffindor.crt.

MpumeyaHue.

Mpwn ucnonb3oBaHUK cepTudukaTta, nonyyeHHoro ns LIC, npegynpexaeHue B Gpayse-
pax He nosiBnseTcs.

1.2 HacTtpowka 3awumdpoBaHHOro coeanHeHUs

[nsa HacTporiku 3alumMdpoBaHHOIO COeAMHEHNS BbINOMNHUTE CneayroLine AencTBUS:
1. Tlomectute cepTudmkaTt B Katanor $SRESIN HOME\keys.

2. Ortkponte dann KoHdurypauum resin.xml UK B y3ne <!-- SSL port
configuration: --> pgobaBbTe (M3MeHWUTE) pasgen:

<http address="*" port="8443">

<openssl>

<certificate-file>keys/gryffindor.crt</certificate-file>
<certificate-key-file>keys/gryffindor.key</certificate-key-file>
<password>napoJib, yKa3aHHHN OPM CO3maHuM Kjoda</password>

</openssl>

</http>

3. 3awwndpoBaHHoe coeavHeHue OyaeT opraHuszoBaHo 4epe3 nopT 8443. Hanpumep:

https://localhost:8443/pws.



